
BLM5134 - CROWDSOURCING 
WEEK – 10 
 



What is Crowdsourcing ? 
•  “the act of taking a job 

traditionally performed by a 
designated agent (usually 
an employee) and 
outsourcing it to an 
undefined, generally large 
group of people in the form 
of an open call”  
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new applications. The former class expands to 
users who don’t have access to a conventional 
workstation and adds the dimension of real-
time location-based information to the service. 
Examples include Gigwalk (www.gigwalk.com), 
Jana (www.jana.com), and work by Jonathan 
Ledlie and his colleagues.1

The new applications offer functionalities 
such as crowdsourced traffic monitoring, as 
with Waze (www.waze.com); road-traffic delay 
estimation, as in VTrack2; the construction of 
fine-grained noise maps using uploaded data 
captured by users’ smartphone microphones 
(Ear-Phone3 and NoiseTube4); the identification 
of holes in streets by letting users share vibra-
tion and location data their smartphones cap-
ture (PotHole5); location-based games aimed 
at collecting geo-spatial data (such as City-
Explorer6); collaborative traffic signal schedule 
advisories (SignalGuru7); and real-time, fine-
grained indoor localization services that exploit 
the radio signal strength of Wi-Fi access points 
(Airplace8).

Another key characteristic of mobile crowd-
sourcing is whether the crowd’s contribution is 
participatory or opportunistic. Typically, users 
perform computations or generate data as input 
for participatory crowdsourcing; the input for 
opportunistic crowdsourcing is data generated 
from sensors and computations that are auto-
matically performed by the crowd’s devices — 
for example, trajectory matching and positional 
triangulation. Classical crowdsourcing services 
on the Web are participatory because they 
require users’ active participation. The second 
category’s crowdsourcing tasks are transparent 
to users because they usually run in the back-
ground using sensors to collect environmental 
readings.

Further classifications can be adapted from 
crowdsourcing taxonomies proposed by David 
Geiger and his colleagues9 and by Alexander 
Quinn and Benjamin Bederson.10 Both studies 
recognize that the input’s value can lie either 
in the individual or the collective contribu-
tion, where “the crowdsourcing system strives 
to benefit from each contribution in isolation 
or from an emerging property resulting from 
the system of stimuli,” respectively. Further-
more, Geiger and colleagues divide applications 
by contribution quality, which can be homo-
geneous or heterogeneous. In the former, each 
contribution has the same weight, whereas in 

the latter, each contribution is evaluated and 
can be compared to, compete against, or com-
plete other contributions.

As part of their work, Quinn and Bederson 
study incentives used for the crowd,10 which 
can include pay, altruism, enjoyment, reputa-
tion, and so on. In our taxonomy, we make 
a more distinct division between monetary, 
ethical, entertainment, and services exchange. 
Quinn and Bederson further classify applica-
tions according to the human skill exploited, 
including visual recognition, language under-
standing, and communication. Human skill is 
required only in applications with participatory 
contribution.

Table 1 shows a taxonomy of existing mobile 
crowdsourcing applications. The “Sensors” col-
umn shows which sensors the application is 
using. A separate “Location” column is dedicated 
to the sensors that offer location awareness and 
shows that most crowdsourcing applications use 
this feature.

Location-dependent crowdsourcing applica-
tions can further benefit from adding a tem-
poral dimension to location data to exploit 
trajectory-related information. They can also 
benefit from interrelations between location 
data, such as proximity information.

Issues and Characteristics
Smartphones feature different Internet connec-
tion modalities that provide intermittent con-
nectivity (such as Wi-Fi or 2G/3G/4G), as well as 

Figure 1. Crowdsourcing with smartphones. A smartphone crowd is 
constantly moving and sensing, providing volumes of opportunistic 
data to enable new services and applications.
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TWO APPROACHES 
• Participatory 
• Opportunistic 



Participatory vs Opportunistic 
•  Typically, users perform 

computations or generate 
data as input for 
participatory 
crowdsourcing;  

•  The input for opportunistic 
crowdsourcing is data 
generated from sensors 
and computations that are 
automatically performed by 
the crowd’s devices  



4 Categories of Crowdsourcing Apps 
•  (1) Collective intelligence (or wisdom of the crowd). 

People (in a crowd) solving problems and providing new 
insights and ideas leading to product, process, or service 
innovations .  

•  (2) Crowd creation (or user-generated content). People 
creating various types of content and sharing it with others 
for free or for a small fee.  

•  (3) Crowd voting. People giving their opinion and ratings 
on ideas, products, or services, as well as parsing, 
evaluating, and filtering information presented to them.  

•  (4) Crowdfunding. This is a special model in which people 
can raise money for investment, donations, or for micro-
lending of funds.  



Roles of a Crowd 

3. Crowdsourcing and decision making

Although there are many potential applications of crowdsourcing,
a major one is the support of the managerial decision making process
[18,31]. A complicated problem that is difficult for a decision maker
may be solved by a crowd. Crowds can generate a large number of
ideas for solving a problem. Inappropriate use of crowdsourcing could
also generate bad results. For example, a client firm choosing and
implementing a work product that violates intellectual property (IP)
rights might end up facing an injunction and/or a claim for damages.
Therefore, it is valuable to investigate how crowdsourcing can be used
properly to benefit organizations, with a minimal risk. In this section,
we shall examinewhat roles a crowdmay play in different stages of de-
cision making, and the process for crowdsourcing in decision making.

3.1. Role of crowd in decision making

Crowds can provide ideas collaboratively or in a competitive mode.
However, the crowd’s role may differ at different stages of the decision
making process. We may use a crowd to provide information about a
complex problem or use a crowd to help us decide whether a design
is useful. In order to portray different needs in the decision process,
we shall adopt Herbert Simon’s decision process model to outline the
potential roles of a crowd. Simon’s model includes three major phases
before implementation: intelligence (information gathering and sharing
for the purpose of problem solving or opportunity exploitation, problem
identification, and the determination of the problem’s importance), de-
sign (generating ideas and alternative solutions), and choice (evaluating
the generated alternatives and then recommending or selecting the best
course of action).

Crowdsourcing can provide different types of support to the mana-
gerial decision making process. Most of the applications are in the de-
sign phase (idea generation and co-creation) and in the choice phase
(voting). In some cases, support can be provided in the other phases
of decision making. Fig. 1 shows examples of roles that a crowd may
play in different decision phases. These will be elaborated below.

3.1.1. The intelligence phase
In the intelligence phase, it is necessary to gather and/or share infor-

mation about the nature of the problem or the opportunity to be inves-
tigated. This may be a difficult effort, so the problem owner may decide
to use the help of the crowd.

Here are few examples of the crowds’ potential role in the intelli-
gence phase:

• Search and discovery. Crowds can be used by companies for search and
discovery (e.g., finding problems and/or the causes of problems). For
examples, see Sherman [61].

• Opinions. Several governments use crowdsourcing to solicit opinions
from citizens regarding potential improvements in government oper-
ations. Companies use customers to find out what is wrongwith their
existing products and solicit opinions about new products.

• Predictions. The crowd can be used to make predictions.
• Knowledge accumulation. Crowds are used in compiling and discover-
ing (e.g., see a problem-focused crowdsourcing typology [18])
knowledge.

3.1.2. The design phase
Here, the crowd can be used for generating ideas and alternative so-

lutions, and facilitating creativity and innovation aswell as partnering in
co-creation. The objective is to tap the power of the collective intelli-
gence of the crowd to increase innovation [11,45]. Idea generation is
done mainly in the following modes:

• Soliciting ideas from employees (in-house mode). This is basically an
automation of the traditional “suggestion box.” An example is IBM’s
InnovationJam [8]. Here, a large company leveraged its company-
wide intelligence which is scattered worldwide.

• Soliciting ideas from customers or other outsiders. This can be done
either in-house or by using an intermediary to collect ideas. Notable
examples areMyStarbucksIdea, Nokia’s IdeasProject, Dell’s IdeaStorm,
Lego Groups Lugnet, and SAP’s SAPiens (see details at [42]). Procter
and Gamble (P&G), for example, uses Innocentive.com (an intermedi-
ary) to post problems to be solved. In addition, P&G uses NineSigma
for crowdsourcing. Goldcorp challenged experts to identify where to
dig for gold. The feedback helped the company to find substantial
amounts of gold.

• Idea generation models. Two basic models of idea generation exist:
cooperative (or collaborative) and competitive. Cooperative models
can appear in several versions. Cooperation is considered useful
when dealing with cumulative knowledge [13]. Competitive models
are usually conducted by companies to find solutions to a problem
(e.g., the BP Oil leak) or to improve performance (e.g., Netflix’s
movie recommendation competition). A prize is offered to thewinner.
Another example is SAPiens [3]. In this case, thewinner (theremay be
one or more) takes all. The competitive mode is popular in the case of
co-creation.

Note that several companies use crowdsourcing for physical design
purposes (the co-creator model). For example, Made.com and
Furniturenv.com solicit customers’ votes on proposed new products be-
fore theymanufacture them. Threadless is awell-known community for
designing T-shirts (see [41]). This company uses the crowd to design al-
ternative products and then solicits the crowd’s opinion regarding the
generated designs (evaluation of alternatives and then a choice of
one). Polyvore.com is an example of a company that shares designs
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Fig. 1. Roles of a crowd in different decision making phases.
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Crowdsourcing Process 

among community members. Xiaomi.com took advantage of new
smartphone features solicited from their fan website to become a
major player in China in three years, selling more than 30 million
smartphones in 2013.

3.1.3. Choice
Here, the crowdmaybe involved in evaluating ideas (or performance)

by analyzing the alternatives created in the design stage or identify
crowd’s preference to support decision makers. Companies use
consumers, for example, to provide feedback on proposed solutions to
existing problems or on new designs (e.g., Threadless). Finally, the
crowd can vote on proposed ideas to select the best one. The crowd
may provide qualitative feedback as well. Several vendors, including
Facebook and LinkedIn, provide voting mechanisms.

3.2. The crowdsourcing process for decision support

Most crowdsourcing systems share a similar process. Several
researchers describe this process and its entities (or building blocks) in
detail, but they may have named them differently (e.g., [17,21,31,45]).

Fig. 2 illustrates a typical crowdsourcing process. Starting from the
left, a decision maker has a problem or an opportunity to be exploited.
Then, the decision maker may decide to use crowdsourcing to deal
with the situation. To do this, the decision maker selects a task (or
tasks) to be crowdsourced (rather than to be done in-house or
outsourced to institutions). A related activity here is to select the
crowd and decidewhether tomanage the project in-house or outsource
the administration to an intermediary.

The task is then broadcasted to the crowd, usually in an open call to
all. Next, the members of the crowd work on the task(s). In the case of
decision support, they generate alternative courses of action (idea gen-
eration).When thework is completed, theworkers submit the results to
the problem owner for evaluation. The evaluation is part of the process
and it can be done by experts, by the crowd itself, by another crowd, or
by management. A choice of a solution is done at the end of the
evaluation.

Note that the process includes components (marked by rectangles)
and activities (designated by ovals). These components are the basis
for an organized framework that we propose next.

4. A framework for crowdsourcing support to decision making

Crowdsourcing is a multi-topic and multidisciplinary field. The
number of publications has grown very rapidly, especially since 2012.
Therefore, the opportunities for research are increasing and proper

organization of existing research is helpful. In this section, we present
a framework to help organize research in the area. The framework,
which is built conceptually similar to the one used by Aral et al. [6],
divides key elements related to crowdsourcing into four basic compo-
nents: The task, the crowd, the process, and the evaluation (top of the
matrix in Table 1).

4.0.1. The Task
Organizations deploy crowdsourcing when they have a problem

they need to solve, when they want to exploit opportunities, or when
they need a large amount of inexpensive labor to perform small tasks
(microtasks) that they cannot or do not want to do in-house [58]. For
example, Netflix outsourced the task of improving their movie recom-
mendation system to the public via a team competition and offered a
$1 million prize for it. The problem (or opportunity) is frequently
related to the goal(s) of the outsourcer. These goals need to be defined
clearly and communicated to those who will work on the specific task
(the crowdworkers). From the problem statement (or definition),
management will derive the task(s) to be outsourced to the crowd.

4.1. The crowd

The crowd refers to those workers to whom thework is outsourced.
This entity may include different populations (non-experts, experts, in-
formalmembers, customers, business partners, etc.). The size, composi-
tion, uniformity, and level of expertise of the participants describe the
crowd.

4.2. The process

The process used in crowdsourcing depends on the type of support-
ive technology, the nature of the task, the use of an intermediary, and
much more. A typical process can involve idea generation, co-creation
of products, writing content (e.g., for Wikipedia), providing advice, or
rendering feedback. The process can be collaborative or competitive.
The process involves the flow of information, interactions and control,
and collaboration.

4.3. The evaluation

The last entity is the evaluation of the submitted proposal of the
crowd. At the completion of thework, the crowdmembers submit alter-
native solutions, or other output, that need to be evaluated. Here, there
may be a need to combine the output of individuals, and to judge the
quality of the work done in light of the stated goals. There are several
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Fig. 2. The crowdsourcing process for decision making.
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A Framework for Organizing 
Crowdsourcing Research 

methods of evaluation and several options for determining the
evaluators.

Furthermore, each component may involve three different dimen-
sions: managerial, behavioral, and technological.

(1) Managerial dimension: Managerial concerns refer to organiza-
tional considerations when crowdsourcing is to be used, such
as which task is suitable for crowdsourcing, what kind of crowd
needs to be recruited, what kind of crowdsourcing process is
more effective, and how to evaluate the process and outcome
of crowdsourcing.

(2) Behavioral dimension: Behavioral concerns refer to consider-
ations related to the individuals involved in crowdsourcing,
such as the impact of crowdsourcing on employees, how can
the crowd be motivated, and so on.

(3) Technological dimension: Technological concerns refer to techni-
cal issues related to the information systems/platforms used for
supporting the crowdsourcing process, such as what functions
are important for a crowdsourcingplatform, how to designuseful
crowdsourcing models, how to improve system functionality for
more effective communication in crowdsourcing.

Table 1 shows a matrix that illustrates the relationship between
crowdsourcing entities and levels of concern. Examples illustrating re-
search issues associated with each cell in the matrix are provided in
Section 5.

5. Representative issues in the framework

To support the research framework, we conducted a literature
search using the keyword of crowdsourcing to find 46 relevant research
papers. With the organizing framework, we can classify previous stud-
ies by their research issues, main focus and respective categories, as
shown in Appendix 1. A brief description of these representative issues
is provided below.

5.1. The task component

Three major dimensions are involved in the task component:
managerial, behavioral, and technological. They are elaborated below.

5.2. Managerial dimension

Organizations may have plenty of managerial concerns when they
choose crowdsourcing for a task, including how to select, design and
manage the task to be crowd-sourced in order to achieve the goal.
Three major issues under study in existing literature are task features,
task design, and task selection. For example, Zheng et al. [70] investigat-
ed the role of task variety and task complexity in crowdsourcing. Several
studies have examined issues related to task design for crowdsourcing,
such as task decomposition [36], task presentation [57,59], and key ca-
pabilities involved in crowdsourcing [48]. Task selection issues include
task suitability [58] and task feasibility [1].

Another key issue that has been investigated broadly is the kinds of
tasks that can better benefit from crowdsourcing (i.e., task suitability).
For example, Schenk and Guittard [58] identified three types of tasks
that are suitable for crowdsourcing: (1) simple (routine) tasks for
which firms can benefit from the low-cost realization of tasks on a
large scale, (2) complex tasks for which firms lack either skills or satis-
factory in-house solutions, and (3) creative tasks inwhich creativity and
uniqueness have a value. This provides a set of basic guidelines for
choosing crowdsourcing tasks.

5.3. Behavioral dimension

Applying crowdsourcing to problem solving is not without resis-
tance. The behavioral dimension covers issues related to the impact of
crowdsourcing on organizational personnel. Two major issues are (1)
the impact of crowdsourcing on employees [37], and (2) employees’
attitudes toward crowdsourcing [20].

The reason that employee behavior is important is that crowd-
sourcing can be a double-edged sword. One the one hand, a firm can
attract creative talents outside the organization for less than the mini-
mumwage. On the other hand, the capable crowdmay show an oppor-
tunity for the organization to replace current employees. Employees of
the crowdsourcing organization may worry about job security [37].
Another issue in this dimension is how task features may affect partici-
pants’ outputs [47]. In this research, they found that task autonomy and
meaningfulness positively impact perceived effort and performance,
while perceived use of skills has a positive impact on perceived effort
and a negative impact on perceived performance.

Table 1
A framework for organizing crowdsourcing research.

Component Task Crowd Process Evaluation

Levels of concern

Managerial ➢ Task suitability
➢ Task feasibility
➢ Task presentation
➢ Key capabilities involved
➢ Task variety
➢ Task complexity
➢ Task decomposition

➢ Incentive mechanisms
➢ Crowd selection
➢ Determination of proper crowd size
➢ Diversity of the crowd

➢ Crowdsourcing mechanism
➢ Feedback on the crowdsourcing

process
➢ Accessibility of peer

contributions
➢ Legal issues
➢ Infrastructure

➢ Evaluator selection
➢ Evaluation metrics
➢ Quality measurement

Behavioral ➢ Impact of crowdsourcing on employees
➢ Employees’ attitudes toward

crowdsourcing
➢ Impact of task features on

participants’ outputs

➢ Crowd’s task selection behavior
➢ Crowd motives
➢ Trust
➢ Crowd’s attitude toward

participation
➢ Participation intention and

behavior

➢ Groupthink
➢ Human biases
➢ Cheating in crowdsourcing

➢ User participation in
evaluation

➢ User attitude toward
rating scale

Technology and
Systems

➢ Platform selection
➢ System functionalities

➢ Use of collaboration tools
➢ Participants’ reaction to system

functions

➢ Process monitoring
➢ System architecture design
➢ Collecting process data
➢ Use of social network
➢ Use of collaboration tools
➢ Use of artificial intelligence
➢ Platform usage profile

➢ Outcome evaluation method
➢ Use of idea evaluation tools

44 C.-M. Chiu et al. / Decision Support Systems 65 (2014) 40–49



Crowdsourcing Applications 
•  Crowdsourced traffic monitoring, with Waze 

(www.waze.com);  
•  Road-traffic delay estimation, as in 

VTrack2;  
•  The construction of fine-grained noise 

maps using uploaded data captured by 
users’ smartphone microphones (Ear-
Phone3 and NoiseTube4);  

•  The identification of holes in streets by 
letting users share vibration and location 
data their smartphones capture (PotHole5);  

•  Location-based games aimed at collecting 
geo-spatial data (such as City- Explorer6); 
collaborative traffic signal schedule 
advisories (SignalGuru7);  

•  Real-time, fine- grained indoor localization 
services that exploit the radio signal 
strength of Wi-Fi access points (Airplace8).  



Crowdsourcing with Smartphones 
Crowdsourcing
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peer-to-peer (P2P) connection capabilities that 
provide connectivity to nodes in spatial prox-
imity (such as Bluetooth, Portable Wi-Fi, or the 
new generation NFC). Each of these connection 
modalities requires different energy and has 
different data transfer rate characteristics. In 
particular, smartphones typically have energy-
expensive communication mediums and asym-
metric upload/download links — both in terms 
of bandwidth and energy consumption — with 
the upload link being the weaker of the two.

Table 2 shows a set of real energy measure-
ments from Android smartphones. We obtained 
the values by running experiments on an HTC 

Desire device with Android 2.3 and a Qual-
comm QSD8250 ARMv7 1-GHz processor, 
using the benchmarking tools MobiPerf (www. 
mobiperf.com) and PowerTutor (http://powertutor.
org).

Figure 1 shows a general smartphone crowd-
sourcing architecture in which a problem is 
published to a mobile crowd through an open 
call for solutions. Crowd members use their 
smartphones to contribute to the problem’s 
solution by generating, processing, or sensing 
data of interest, which are in turn collected by 
the server. This results in a win-win situation 
in which both the open call publisher and the 
mobile crowd are rewarded.

Classical crowdsourcing applications are 
developed in a centralized or decentralized 
manner. Centralized methods ship the data gen-
erated and collected from the crowd to a server 
that computes the answer. Such methods are 
currently used by all social networking sites 
(including Twitter, YouTube, and Facebook). 
Continuously transferring data from the smart-
phone to the query processor can deplete the 
smartphone battery, increase user-perceived 
delays, and quickly degrade network health. In 
addition, it demands that users disclose their 
personal data to a central authority. In con-
trast, decentralized methods send the query to 
the smartphones, where all computations and 
communications are performed locally. This 
approach might also perform poorly in terms 

Table 1. Taxonomy of mobile crowdsourcing applications.

Applications
Web-
extend Involvement

Data 
wisdom

Contribution 
quality Incentives

Human 
skill Sensors Location

Gigwalk.com Y Participatory Individual Heterogeneous Monetary Labor Camera Y

Jana.com Y Participatory Individual Heterogeneous Monetary Visual X Y

Crowd 
Translator1

Y Participatory Collective Homogeneous Service Visual X X

Waze.com X Both Collective Homogeneous Ethical/service Visual Camera Y

CityExplorer6 X Participatory Collective Homogeneous Entertainment Visual Camera Y

VTrack2 X Opportunistic Collective Homogeneous Ethical/service X X Y

SignalGuru7 X Opportunistic Collective Homogeneous Ethical/service X Camera Y

Ear-Phone3 X Opportunistic Collective Homogeneous Ethical X Audio Y

NoiseTube4 X Opportunistic Collective Homogeneous Ethical X Audio Y

PotHole5 X Opportunistic Collective Homogeneous Ethical X Vibration Y

AirPlace8 X Opportunistic Collective Homogeneous Service X X Y

SmartTrace11 X Opportunistic Collective Homogeneous Service X X Y

Crowdcast12 X Opportunistic Collective Homogeneous Service X X Y

SmartP2P13 X Opportunistic Collective Homogeneous Service X X Y

Table 2. Energy profiling of a typical smartphone.

Basic smartphone operation
Megawatts of  
power (mW = mJ/s)

CPU minimal use (just OS running) 35

CPU standard use (light processing) 175

CPU peak (heavy processing) 469

Wi-Fi idle (connected) 34

Wi-Fi localization (avg/minute) 125

Wi-Fi peak (Uplink 123Kbps, -58dBm) 400

3G localization (avg/minute) 300

3G busy 900

GPS on (steady) 275

OLED economy mode 300

OLED full brightness 676
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Centralized vs Decenteralized Methods 

Crowdsourcing
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new generation NFC). Each of these connection 
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SmartTrace+ 
Crowdsourcing
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(www.its.dot.gov/NG911/). It could also be used 
for applications in which users engage in a 
location-based microblogging service that lets 
them “follow” or “post-to” their neighborhood 
while on the go. This would in effect facilitate 
the uptake of location-based social networks. 
Finally, novel social network analysis metrics 
based on a user’s geographical neighborhood 
characteristics could be calculated in real time 
to enable new applications or services suited to 
network users’ different roles.

As Figure 3 shows, the Crowdcast framework  
(http://crowdcast.cs.ucy.ac.cy/)13 answers CAkNN 
queries efficiently for applications that crowd-
source user locations. The Crowdcast framework is

r� stateless, to cope with transient user popula-
tions and high mobility patterns;

r� parameter-free, to be invariant to parameters 
that are network-specific (such as cell size 
and capacity) and user-distribution specific;

r� memory-resident, given that the dynamic 
nature of mobile users makes disk-resident 
processing prohibitive;

r� specifically designed for highly mobile and 
skewed distribution environments perform-
ing equally well in downtown, suburban, or 
rural areas;

r� fast and scalable, to facilitate massive deploy-
ment; and

r� infrastructure-ready, given that it requires 
no additional infrastructure or specialized 
hardware.

Our experimental evaluation showed that our 
Crowdcast framework13 had a build-time bottle-
neck. To overcome this and increase Crowd-
cast’s efficiency, we developed a novel smart 
search-space sharing technique that groups 
users of the same cell and uses the same search 
space for each group. The search space includes 
all candidate kNN users that can reside in other 
nearby or even far-away cells. Using a novel data 
structure, it builds the complete search space in a 
batch process by iterating over all user locations 
just once, performing minimal comparisons (see 
Figure 3c). Crowdcast’s efficiency in search time 
is independent of k, scales with the number of users 
in realistic traffic scenarios, and outperforms its 
competitors by at least an order of magnitude.

We have created a whole suite of appli-
cations on top of the Crowdcast functionality, 
including Helpcast to send out SOS beacons or 
disseminate natural disaster warnings; Msgcast 
to post local micro-blogging messages; Eyecast 
to extend the view on the urban environment  

Figure 2. The SmartTrace+ project12 enables trace similarity search among smartphone users. It 
answers queries of the form “Report the users that move similar to Q,” where Q is some query trace. 
It optimizes such queries with respect to response time and energy consumption on the smartphones, 
without sharing users’ personal trajectories with the query processor. It also rewards clients. (a) The 
SmartTrace+ system model. (b) A screenshot from the SmartTrace+ client for outdoor environments 
with GPS. (c) A screenshot from the SmartTrace+ client for indoor environments showing radio signal 
strength.
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hospita l , or police stat ion). Fur thermore, 
SmartP2P can be used for publish-subscribe 
services — that is, the crowd members (sub-
scribers) share their interests and preferences 
about a topic by subscribing to the server (bro-
ker), and a query user (publisher) posts and for-
wards messages only to interested users.

In SmartP2P, with every new query, the user 
first downloads a query routing tree (QRT) from 
a server. This tree is tuned to optimize multiple 
objectives concurrently during searches in a 
smartphone P2P network:

r� minimize energy consumption during search,
r� minimize the query response time in con-

ducting the search, and
r� maximize the user query’s recall rate.

Given these conflicting objectives, there isn’t 
a single routing tree that optimizes all objec-
tives simultaneously. A decision maker needs a 
set of optimal solutions (commonly known as 
the Pareto front) in the field of multi-objective 
optimization to choose the final QRT. In addi-
tion, SmartP2P improves the centralized algo-
rithm in that it doesn’t transmit user data to a 
central authority. Users keep their own gener-
ated data in situ for data disclosure and perfor-
mance reasons.

As Figure 4 shows, the SmartP2P frame-
work is composed of three main phases: opti-
mization, decision making, and P2P search. In 
the optimization phase, the optimizer can be 
any multi-objective optimization evolutionary 
approach that utilizes the registered crowd’s 

Figure 4. The SmartP2P framework14 workflow and client side GUI in Android. (a) A user enters a 
keyword of interest to issue a query, which is subsequently optimized. (b) The answer is returned 
back to the user in a graphical format. (c) In the decision-making process, the user studies all possible 
options and sets the optimization preference with respect to recall and query execution time using a 
slide bar. (d) The smartphone software fetches the selected optimized tree from a server and displays 
it along with respective annotations on a Google Maps interface. (e) Finally, the user searches the 
peer-to-peer network and (f) obtains a list of the results of interest.
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SmartP2P 
• minimize energy consumption during search,  
• minimize the query response time in conducting the 

search, and 
• maximize the user query’s recall rate.  



Mobile Crowdsensing 
• Mobile crowd sensing [3] requires large amounts of 

participants (e.g., normal smartphone users) to sense the 
surrounding environment via rich built-in sensors of 
mobile devices, including accelerometer, gyroscope, 
compass, microphone, camera, GPS, and wireless 
network interfaces. 

•  These sensors are able to record various information 
about the participants (e.g., mobilities and locations) and 
the environment (e.g., images and sounds).  



Incentives for Crowdsensing 
• Entertainment 
• Service 
• Money 

• Altruism,  
• Enjoyment,  
• Reputation,  
• Service,  
• Payment.  



Crowdsensing Problems 
•  Imbalanced data 
• Unreliable data 
• Malicious data 
• Unbalanced crowd 
•  Lack of crowd 



Sensing Games 
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TABLE I
SENSING GAMES

In such sensing applications, to attract more users to contribute
sensed data such that the system can provide services of good
quality, the service provider will usually grant a participant
some service quota, which determines how much service that
user can receive. In essence, this strategy is an exchange of
contribution and consumption for each participant.

Luo and Tham [31] design two incentive schemes under this
framework: Incentive with Demand Fairness (IDF) and Iterative
Tank Filling (ITF). The system consists of a service provider
and N smartphone users. Assume that the time is slotted. In
each slot, user i is assigned a quadruple ⟨ψi, ci, Qi, q i⟩, where
ψi represents the user’s contribution level within that slot, ci
denotes the cost of the user, Qi is the user’s service demand for
consumption in the next slot, and q i is the service quota that
is granted by the service provider, which is the upper bound of
service that the user can actually consume in the next slot. The
service provider offers a total amount Qtot of service quota to
all users and associates Qtot with the quality of service (QoS) "
of the system. The higher " is, the higher Qtot is. The problem
is thus to assign an amount Qtot of service quota to N users with
respect to user quadruples under two cases, IDF and ITF.

In IDF, the objective is to assure fairness of each user in
consuming the service. Intuitively, a larger ψi will lead to a
larger q i assigned to user i. Taking the demand Qi and the
total service quota restriction Qtot into consideration, the quota
distribution scheme is as follows: sort the users in descending
order of ψi, and increase each q i in this order at the rate of
Qiψi/

∑N
l=1 Qlψl until reaching Qi. Therefore, the user with the

largest ψi will get the maximal q i/Qi first.
In ITF, the objective is to maximize social welfare from the

system’s perspective, i.e., the aggregate user utility is max-
imized. The objective function is defined as S= ∑N

i=1 ψiu i,
where u i is user i’s utility. In optimizing this objective, the user
with larger ψi will be of higher preference. The utility function
should be monotonically increasing with diminishing return
property as suggested in [32]. Typically, the problem would be
converted to a nonlinear programming problem.

Fig. 1. The transaction process of TruCentive protocol [33].

IDF and ITF can serve as general approaches for service
exchange systems. The theoretical results guarantee their good
performance in optimizing the objective functions. Yet in the
problem formulation, how to quantify the user quadruples is not
investigated, making the solutions less attractive for practical
applications. Considering this, other research works concen-
trate on specific application scenarios.

Hoh et al. [33] design an incentive scheme, named Tru-
Centive, for crowdsourced parking information systems. In the
crowdsourced parking system, contributors are drivers who pro-
vide parking availability information and consumers are drivers
who utilize the crowdsourced parking information to search for
parking spots. Contributors report information about when and
where a parking spot is available or soon-to-be available, called
PA messages. The crowdsouced system gathers PA messages
and then distributes the messages to the drivers near the location
to help them find available spots.

How to trade PA messages is the core functionality of Tru-
Centive. Credits are used as the incentive for each PA message
exchanged among contributors and consumers. Typically, a PA
message contains the following information: GPS coordinate
of the parking spot, identifier of the parking spot, and iden-
tification of the contributor’s vehicle. The work flow of the
TruCentive trading scheme is shown in Fig. 1.
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The challenges for TruCentive are two folds: how to ensure
consumers being honest and how to ensure profitability for the
service provider. For the first challenge, the authors design a
game theoretical scheme which guarantees that consumers can
only maximize their gain by telling the truth. The key idea is
that a consumer can resell the spot after she successfully parks
at a traded spot if she tells the truth. Thus TruCentive sets the
reward parameters to ensure that the expected gain of reselling a
spot is higher than the expected gain of telling lies. To guarantee
that the service provider is profitable, TruCentive makes sure
that the benefit of the provider is larger than the cost under
several mathematical constraints.

Lan et al. [34], [35] discuss another scenario where crowd-
sourced mobile surveillance is considered. They propose a
virtual-credit-based protocol for data collection in mobile sur-
veillance. The protocol demands strict fair exchange of sen-
sor data uploads for virtual credits. Without paying credits,
a participant cannot download data directly from the server
or indirectly from other participants. Also, participants cannot
obtain credits for uploads they did not perform. Therefore,
participants are motivated to earn credits by uploading sensor
data or share their bandwidth with other participants.

In the simple form of utilizing mobile phone users,
Gupta et al. [36] make use of SMS as a tool to crowd-
source in developing regions. They propose a platform called
mClerk, which can send and receive tasks via SMS. Also,
mClerk can send small images and thus can distribute graphical
tasks. mClerk enables image-based tasks to be distributed to
low-income workers by using a protocol that can send small
bitmapped images via ordinary SMS messages. Then it is
used to digitize local-language text. Typically, mClerk starts
by scanning paper documents, then it segments documents into
word images, and sends each image via SMS to users’ phones.
To motivate users’ participation, mClerk will give service quota
to the users who finish each task correctly. The quota that can
later be consumed by users is usually in the form of airtime
(in chunks of minimum recharge amount) provided by mobile
network operators. This simple service exchange scheme is
effective in drawing users’ participation.

Researchers also find the service exchange principle useful in
other areas. In LiveCompare [37], participants use their phone
cameras to take pictures of product price tags. By submitting
a price data point, the user can receive pricing information
for the product at nearby grocery stores. In DietSense [38],
participants take pictures of what they eat and share it within
a community to compare eating habits. The commonality of
all these application-based incentive mechanisms is that they
focus on easy deployment in the real-world systems. The tight
coupling between mechanisms and system properties limits the
generalization ability of these mechanisms. Furthermore, the
system utility of such mechanisms is not maximized in most
cases.

Different from the previous individual-level incentives of
service exchanging, some research works investigate incentives
from a group-level view. The basic idea, as elaborated in [39], is
inspired by the incentives of blood donation in real life. Every
blood donor can benefit herself and her linear relatives if they
need blood for clinic use. Thus, a donor is motivated not only by

Fig. 2. Group-level credit database.

her own utility, but also by her relatives’ utilities. This group-
level incentive has been proven effective in practice.

The concept of group-level incentive means that, mobile
users can be organized as a virtual group according to their
relations, such as relatives, spouse, classmates, and friends. In
the hope of drawing more users on collecting sensor data, the
platform gives credits as reward to all members in a group once
there is at least one member who makes contribution (Fig. 2).
Cheng et al. [39] design a group-level incentive schemes in
wireless sensor networks (WSN). Typically, in WSN, data
collection is a great challenge as sensor energy is a bottleneck
for small sensing devices, which are used to measure, monitor
and transmit data in the physical world. By adopting the idea of
sharing benefit among group members, smartphone users are
motivated to participate in data collection when some group
members need the service.

In general, if we view each group as a single super entity,
the strategies for individual-level incentives of service exchange
can be applied. The difficulty mainly comes from the im-
plementation of information sharing and management among
group members.

As a brief summary, we list the properties of sensing tasks
with service incentives in Table II.

IV. MONEY AS INCENTIVES

Paying for sensed data in crowd sensing tasks is the most
intuitive incentive, as it has made sensed data become goods in
a free market. Any user who would like to make some money
can sell her sensed data for crowd sensing tasks. In this section,
we first review the effectiveness of monetary incentives, and
then introduce different incentive mechanisms designed for
negotiation between the task requester and the participants.

A. The Effectiveness of Monetary Incentives

Monetary incentives have been used in many e-commerce
scenarios. Rivest and Shamir [40] initially try to measure web
content usage through users by paying a certain amount of
money based on page visits to a site. With the prevalence
of online music and applications, payment schemes are also
introduced to these fields [41]. Monetary incentives are applied

  



Service Incentives 
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TABLE II
SENSING TASKS WITH SERVICE INCENTIVES

to Amazon Mechanical Turk (MTurk) for task fulfillment [42],
where requesters post tasks that are easy for humans to accom-
plish, but difficult for computers. Workers undertake tasks to
get some payments. Mason and Watts [43] show that increas-
ing the amount of payments in MTurk can help completing
tasks faster. In the case of participatory sensing, although it
shares some similarities with MTurk (e.g., the requestor only
distributes small tasks to users), the data collection paradigm
of mobile crowd sensing is quite different as users collect data
and complete sensing tasks during their daily routines. Thus it
is necessary to investigate how well monetary incentives can
work in mobile crowd sensing scenarios.

Musthag et al. [44] design a study to investigate the ef-
fectiveness of monetary incentives. Specifically, the study is
designed to collect physiological, psychological, and behav-
ioral measures of stress from people by asking them to answer
questions and submit sensed data from their wearable sensors.
The authors compare three different payment schemes:

• UNIFORM. Participants are paid a fixed amount of
4 cents for each completed question.

• VARIABLE. Participants are paid a variable amount in
the range 2 to 12 cents per question. The amount changes
with questionnaire according to some distribution.

• HIDDEN. This scheme is the same as VARIABLE,
except that participants are not told the amount of each
question until they complete an entire questionnaire.

The result of the study shows that VARIABLE incentive
scheme can reduce 50% of the cost than UNIFORM incentive
scheme to achieve the same performance. HIDDEN incen-
tive payment scheme is the least effective one among the three
schemes.

Reddy et al. [45] also investigate how different payment
schemes affect user participation. The designed task is to learn
about recycling practices at a university. Participants need to
take photos of the contents in waste bins distributed across the
campus. They can optionally tag the images to describe the con-
tents. Participants are rewarded each time they take a sample. In
the study, 55 users are recruited and they are randomly divided
into five incentive groups as shown in Table III.

Note that the total budget for all payment schemes is capped
at 50 dollars per participant. The study results show that, in
terms of participation level, COMPETEµ is the most suc-
cessful scheme. However, the user participation rates vary
greatly. MACRO is the least successful scheme consider-
ing participation rate. Also, COMPETEµ performs the best

TABLE III
PAYMENT SCHEMES

considering the spatial and temporal coverage provided by
participants.

Usually, mobile sensing applications would reveal privacy
information of users, such as locations. Thus it is natural to
consider the problem of evaluating the price of user privacy,
i.e., at what price a user will be willing to expose her privacy.
If the payment is lower than the privacy price, the system may
fail to recruit enough users to perform tasks.

Danezis et al. [46] infer the price at which volunteers would
be willing to expose their locations for a period time by
using tools in experimental economics and psychology. The
authors carry out a seal-bid second-price auction and invite
volunteers to participate in a fictitious study that needs the
location information from their phones. The application asks
the volunteers to bid a price they require for revealing their
positions. The work flow of the auction is as follows: volunteers
are asked to offer a bidding price; then auctioneer expects to
invite n people with the lowest bidding prices, and pay them
an amount equivalent to the lowest price of the bidder who is
not chosen. The auction structure can motivate users to reveal
their true values attached to their location privacy. In the study
conducted among computer science students at the University
of Cambridge, the results show that a median bid of 10 pounds
is needed for location privacy. If the study has commercial
interests, the median bid raises by 10 pounds. This result can
be considered a lower bound on the location privacy as students
are with few responsibilities and in a tolerant environment.

The above investigations on monetary incentives demon-
strate a common fact: users have different payment expectations
for the same sensing task and they would like to involve in
determining the payment. For example, HIDDEN scheme gives
different payments for different users, yet it performs worse
than UNIFORM scheme. This is because users have no idea
how much money they can get for completing the sensing task.
On the contrary, COMPETEµ and auctions perform well, as
users know how much they can get if they decide to participate



 Different Payment Incentives 
• UNIFORM. Participants are paid a fixed amount of 4 cents 

for each completed question.  
• VARIABLE. Participants are paid a variable amount in the 

range 2 to 12 cents per question. The amount changes 
with questionnaire according to some distribution.  

• HIDDEN. This scheme is the same as VARIABLE, except 
that participants are not told the amount of each question 
until they complete an entire questionnaire.  



Future Directions 
• Entertainment-Based Incentives 

•  Hybrid Networks 
•  Integrating Equipments 
•  Heterogeneous Sensing Systems 

• Service-Based Incentives 
•  Dynamic Models 
•  Group-Level Models 

• Monetary Incentives 
•  Online Mechanism Design 
•  Task Assignment 
•  Quality Control 
•  Privacy Tradeoff 
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Human involvement: The human is involved
in both crowdsourcing sensing and crowdsourc-
ing computing. The sensed data may contain not
only sensitive information of mobile devices, but
also private information of crowdsourcing partic-
ipants. Moreover, mobile devices may be con-
trolled by malicious holders to launch attacks.

Task crowdsourcing: Task crowdsourcing can
raise big security concerns, especially when
crowdsourced tasks themselves contain sensitive
information. When crowdsourcing tasks to a
dynamic group of people, it is more difficult to
protect the private information than only out-
sourcing tasks to a single server, as the size of
the group cannot be predetermined.

Dynamic topology: Mobile users may accept
crowdsourced tasks based on their interests,
locations, or device conditions (residual battery,
available sensors, etc.). The network topology
may change over time due to human mobility
and dynamic user join/leave, which may also
increase the difficulty of exploring security and
privacy solutions.

Heterogeneity: Various communication net-
works may be involved in MCNs, such as wire-
less sensor networks, cellular networks, WiFi,
Bluetooth, and vehicular ad hoc networks

(VANETs). Besides, there are also a diversity of
mobile devices participating in MCNs, which
may produce heterogeneous data.

When participating in crowdsourcing sensing
or crowdsourcing computing, mobile users con-
sume their own resources (e.g., battery, cellular
data, memory) and may suffer potential security
and privacy threats. Although some incentive
mechanisms [7, 8] are proposed to provide par-
ticipants with enough rewards, if security and
privacy cannot be guaranteed, many mobile
users are still not willing to participate in and
contribute to MCNs.

Aiming to address security and privacy chal-
lenges in MCNs well, in this article, we first
describe several critical security and privacy
challenges that capture the characteristics of
MCNs. Then we point out some research prob-
lems that may lead to some possible research
directions. We expect that this work will pro-
mote further investigation on security and priva-
cy solutions for mobile crowdsourcing networks.

SYSTEM ARCHITECTURE OF MCNS
Figure 1 illustrates a general architecture of
MCNs, which includes four basic types of enti-
ties: service provider, end users, sensing crowd,
and computing crowd.

SERVICE PROVIDER
The service provider is a crowdsourcing platform
that provides crowdsourcing services to both end
users and public crowds. Generally, the service
provider accepts service requests from end users,
and partitions these tasks into several small tasks
that can be crowdsourced. It then publishes
these crowdsourced tasks on its service board
and waits for the crowds to finish them. Upon
receiving results from those crowdsourced tasks,
the service provider performs the final process
and sends the final results back to end users. In
some scenarios, the service provider is only
responsible for publishing decomposed crowd-
sourcing tasks from end users if end users choose
to decompose and recompose tasks by them-
selves.

As illustrated in Fig. 2, the service provider is
equipped with several fundamental components,
including the task decomposition component,
the task recomposition component, the task rec-
ommendation component, the task distribution
component, and the data storage component.
The task requested by the end user is first
decomposed by the task decomposition compo-
nent and then distributed to the crowds through
the task distribution component, as shown in
Fig. 3. The task recomposition component is
responsible for performing the final process of
the results from those crowdsourced tasks. The
task recommendation component enables mobile
users to submit subscription trapdoors (which
are constructed under subscription policies
defined by mobile users) to indicate their prefer-
ences on crowdsourced tasks. Once there is a
crowdsourced task, the task recommendation
component will check whether this task matches
these subscription trapdoors. If the task matches
the subscription trapdoor of a mobile user, the
service provider will send an alert to this user.

Figure 1. General architecture of mobile crowdsourcing networks.
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Human involvement: The human is involved
in both crowdsourcing sensing and crowdsourc-
ing computing. The sensed data may contain not
only sensitive information of mobile devices, but
also private information of crowdsourcing partic-
ipants. Moreover, mobile devices may be con-
trolled by malicious holders to launch attacks.

Task crowdsourcing: Task crowdsourcing can
raise big security concerns, especially when
crowdsourced tasks themselves contain sensitive
information. When crowdsourcing tasks to a
dynamic group of people, it is more difficult to
protect the private information than only out-
sourcing tasks to a single server, as the size of
the group cannot be predetermined.

Dynamic topology: Mobile users may accept
crowdsourced tasks based on their interests,
locations, or device conditions (residual battery,
available sensors, etc.). The network topology
may change over time due to human mobility
and dynamic user join/leave, which may also
increase the difficulty of exploring security and
privacy solutions.

Heterogeneity: Various communication net-
works may be involved in MCNs, such as wire-
less sensor networks, cellular networks, WiFi,
Bluetooth, and vehicular ad hoc networks

(VANETs). Besides, there are also a diversity of
mobile devices participating in MCNs, which
may produce heterogeneous data.

When participating in crowdsourcing sensing
or crowdsourcing computing, mobile users con-
sume their own resources (e.g., battery, cellular
data, memory) and may suffer potential security
and privacy threats. Although some incentive
mechanisms [7, 8] are proposed to provide par-
ticipants with enough rewards, if security and
privacy cannot be guaranteed, many mobile
users are still not willing to participate in and
contribute to MCNs.

Aiming to address security and privacy chal-
lenges in MCNs well, in this article, we first
describe several critical security and privacy
challenges that capture the characteristics of
MCNs. Then we point out some research prob-
lems that may lead to some possible research
directions. We expect that this work will pro-
mote further investigation on security and priva-
cy solutions for mobile crowdsourcing networks.

SYSTEM ARCHITECTURE OF MCNS
Figure 1 illustrates a general architecture of
MCNs, which includes four basic types of enti-
ties: service provider, end users, sensing crowd,
and computing crowd.

SERVICE PROVIDER
The service provider is a crowdsourcing platform
that provides crowdsourcing services to both end
users and public crowds. Generally, the service
provider accepts service requests from end users,
and partitions these tasks into several small tasks
that can be crowdsourced. It then publishes
these crowdsourced tasks on its service board
and waits for the crowds to finish them. Upon
receiving results from those crowdsourced tasks,
the service provider performs the final process
and sends the final results back to end users. In
some scenarios, the service provider is only
responsible for publishing decomposed crowd-
sourcing tasks from end users if end users choose
to decompose and recompose tasks by them-
selves.

As illustrated in Fig. 2, the service provider is
equipped with several fundamental components,
including the task decomposition component,
the task recomposition component, the task rec-
ommendation component, the task distribution
component, and the data storage component.
The task requested by the end user is first
decomposed by the task decomposition compo-
nent and then distributed to the crowds through
the task distribution component, as shown in
Fig. 3. The task recomposition component is
responsible for performing the final process of
the results from those crowdsourced tasks. The
task recommendation component enables mobile
users to submit subscription trapdoors (which
are constructed under subscription policies
defined by mobile users) to indicate their prefer-
ences on crowdsourced tasks. Once there is a
crowdsourced task, the task recommendation
component will check whether this task matches
these subscription trapdoors. If the task matches
the subscription trapdoor of a mobile user, the
service provider will send an alert to this user.

Figure 1. General architecture of mobile crowdsourcing networks.

...
Wearable Implant

Gateway

W

Wearable Implant

Gateway

W

Wearable Implant

Gateway

W

End users

Result

Request

RSUs

Wearable devices Smart vehicular Smartphone users Laptop users

Computing crowd

Service provider

Cellular
base station

WiFi APs

Sensing crowd

Figure 2. Components of each entity in mobile crowdsourcing networks.

Note: The components in dashed box are optional.

PreprocessingCommunicationLocal storageSensing

Service provider

Sensing participant

SensingCommunicationLocal storageComputing

Computing participant

StorageTask
recomposition

Task
decomposition

Task
recommendation

Task
distribution

Service provider

Task
decomposition

Task
recompositionCommunication Local

storage

YANG2_LAYOUT_Author Layout  7/29/15  2:20 PM  Page 76



Critical and Challenging Issues 
• Human Involvement 
•  Task Crowdsourcing 
• Dynamic Topology 
• Heterogeneity 
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MCNs can be well applied in many applications.
Table 1 provides some mobile crowdsourcing
application examples.

SECURITY AND
PRIVACY CHALLENGES IN MCNS

Inspired by the characteristics of MCNs, we
point out some security and privacy challenges,
including privacy threats, reliability threats, and
availability threats.

PRIVACY THREATS
In MCNs, the privacy may be leaked out from
both the data and the task. Here, we discuss two
privacy threats: privacy threats from data and pri-
vacy threats from tasks.

Privacy Threats from Data: We first describe
privacy threats by analyzing data flows in MCNs.
The data flows in sensing tasks are different
from the ones in computing tasks in MCNs: In
sensing tasks, the data are first sensed by the
sensing crowd, transmitted to the service
provider, then stored in the storage system man-
aged by the service provider or sent back to end
users. In computing tasks, the input data may
come from various sources, for example, the
storage system managed by the service provider,
local storage systems from end users, cloud stor-
age systems purchased by end users/the service
provider, sensor-enabled mobile devices, and so
on. The output data of computing tasks are first
sent back to the service provider and finally to
the end user after the task recomposition. Based
on different data flows in MCNs, the privacy
threats can be summarized as follows.

•Privacy of Sensed Data: The sensed data may
contain sensitive information of sensing partici-
pants, such as identities, location information,
biometric information, and so on. For example,
the location information can be easily obtained
either from GPS receivers embedded in mobile
devices or triangulation based on WiFi or cellu-
lar networks. Moreover, some environmental
data (e.g., precise air temperature, the light, the
noise, etc.) may also reveal the location informa-
tion. The disclosure of location information may
leak the privacy of participants, such as home
and workplace locations, routines, habits, etc.

•Privacy of Computing Inputs: The input data
of crowdsourced computing tasks may also con-
tain sensitive information, such as business
financial records, proprietary research data, or
personal health information. When sending the
data to the computing crowd, it may leak out the
private information of data contributors, data
owners or other related people.

•Privacy of Computing Results: The output
results of crowdsourced computing tasks may be
sensitive or private. End users do not want the
service provider to know the contents of the
results or obtain some sensitive information
from the output results. In some scenarios, even
computing participants are not allowed to know
the contents of the computing results.

Privacy Threats from Tasks: Besides the pri-
vacy leakage from data, the task itself may also
reveal some private information of both end
users and crowdsourcing participants, denoted as
Task Privacy of End Users and Task Privacy of
Participants.

•Task Privacy of End Users: The content of
the task may reveal sensitive information of end
users to the service provider. For example, if an
end user publishes crowdsourcing tasks that can
only be accepted by psychologists, the service
provider may infer that this end user may suffer
from some psychological diseases.

•Task Privacy of Participants: Some tasks may
also leak out private information about crowd-
sourcing participants. For example, if a crowd-
sourcing participant accepts a temperature
measurement task at a particular location X at
time Y, it may reveal that this participant will be at
location X at time Y. However, participants may
not want to leak their current location when they
are tasked. In this example, the participant cannot
hide the exact location information and the time
when executing the task. One countermeasure is to
hide their identities when taking the task and
reporting results, such that the service provider
only knows that some participants are at location
X at time Y, but it does not know exactly who.

RELIABILITY THREATS
In MCNs, any one with a mobile device or a
computing device can accept crowdsourced
tasks. Due to task crowdsourcing and human
involvement, it is difficult to guarantee every
participant to provide reliable data or computing
results.

Reliability of Sensed Data: Some malicious
sensing participants may report incorrect or
invalid sensed data, which is referred to as a pol-
lution attack. Although pollution attacks exist in
traditional sensor networks, it is much more

 Table 1. Application examples of mobile crowdsourcing networks.

Application examples Descriptions

Air pollution Detect air pollution emitted by factories, cars, and
farms.

Water quality Monitor the water quality and study its eligibility
for drinking.

Levels Measurement of the energy radiated by cell 
stations and WiFi routers. 

Smart navigation Plan route according to weather conditions, 
accidents, and traffic jams.

Smart parking Monitor parking space availability in the city and
recommend with charges.

Smart traffic light Control traffic lights according to traffic load and
emerging events.

Health monitoring Monitor health status from heart rate, electrocar-
diography, blood pressure, etc.

Disease diagnosis Diagnose the disease from personal health parame-
ters, and other cases.

Food recommendation Recommend food or drinks according to personal
health conditions.
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challenging to detect and resist pollution attacks
in MCNs due to the following reasons: 
• Any adversary can be a participant in MCNs

and provide pollution data.
• Powerful mobile devices can be configured

by the adversary to jam specific pollution
data.

• The anonymous mechanism of privacy pro-
tection also increases the difficulty of pollu-
tion attack detection.
Reliability of Computing Results: The adver-

sary may also be a computing participant; thus,
not all computing participants are honest. Mali-
cious computing participants may provide invalid
or incorrect results in order to save their comput-
ing resources. Sometimes, honest computing par-
ticipants may also provide wrong results due to
many reasons, for example, misunderstanding
directions, or making mistakes due to personal
bias or lack of experience. Because end users can
only receive final results from the service provider,
they can only verify whether or not final results
are correct. However, it is difficult for them to
identify the dishonest computing participants who
provide the wrong results when final results are
incorrect. Thus, the verification of the crowd-
sourcing result should also be performed by the
service provider, which is a challenging issue as
the service provider does not know the contents
of the results due to privacy requirements.

Reliability of Transmission: The sensed data
may be transmitted to the service provider via
various channels, including 3G/4G, WiFi,
VANET, or relayed by other devices. The relia-
bility of transmission channels in these networks
has been well studied in the literature. However,
in MCNs, data may be tampered with by inter-
mediated devices due to human involvement in
data transmission. For example, some malicious
participants may selectively discard certain data
packages or modify data content.

AVAILABILITY THREATS
Extensive studies have been done on some denial
of service (DoS) issues for traditional networks
in the literature, such as network congestion due
to message floods. In MCNs, however, several
unique DDoS issues are raised due to task
crowdsourcing:
• DDoS by malicious participants: Some mali-

cious participants may accept all the crowd-
sourced tasks but refuse to give valid results
or even ignore the tasks. This may cause
the DDoS where valid crowdsourcing par-
ticipants cannot get any tasks since the total
number of crowdsourced tasks are usually
fixed.

• DDoS by honest but selfish participants: A
DDoS attack may also happen even when
all the participants are honest. For exam-
ple, a participant who is selfish and hopes
to receive more rewards may accept all the
computing tasks and complete them over a
long time period due to its limited compu-
tation capabilities. This will also eliminate
the advantage of diverse contributors in
crowdsourcing as the results are from the
same person.
It is challenging to prevent these DDoS

attacks in MCNs because of the characteristics

of MCNs, including task crowdsourcing, human
involvement, and dynamic topology. To deal
with these availability threats, a series of meth-
ods may be required. First, all the users should
be authenticated before joining the mobile
crowdsourcing network. Second, a reputation
mechanism is necessary to evaluate the reliability
of crowdsourcing participants and detect unreli-
able crowdsourcing participants. Third, novel
incentive mechanisms may also be required to
provide fairness in MCNs. Figure 4 briefly sum-
marizes the security and privacy threats that cap-
ture the characteristics of MCNs.

SECURITY AND
PRIVACY OPPORTUNITIES IN MCNS

There are many potential research problems
from privacy threats, reliability threats, and
availability threats. Some traditional user privacy
concerns have been discussed in [10]. In this sec-
tion, we formulate several new research prob-
lems that may provide some possible research
directions.

AUTHENTICATION OF
CROWDSOURCING PARTICIPANTS

In order to cope with availability and reliability
threats, it is necessary to authenticate crowd-
sourcing participants before they join the net-
work. Normally, the authentication is conducted
by the service provider. However, in some appli-
cations, the service provider is just a platform
for task recommendation and distribution, and
does not have the capability or privilege to
authenticate crowdsourcing participants. Under
this circumstance, crowdsourcing participants
should be authenticated by end users. However,
due to the large number of crowdsourcing par-
ticipants, it is not efficient to let end users per-
form authentication. Therefore, a distributed
authentication mechanism is desired to provide
efficient and reliable authentication service for
crowdsourcing participants.

Figure 4. Security and privacy threats in MCNs.
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